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Meet the YubiKey by Yubico: the ultimate hardware security key for phishing-resistant multi-factor authentication (MFA). The YubiKey
requires a physical touch to authenticate, eliminating the risk of remote attacks. The YubiKey functions by combining something you
know (your password) with something you have (the physical YubiKey) to add an extra layer of security. The YubiKey can also store
Passkeys, which replace passwords entirely.

Most cyber attacks begin with compromised account credentials, usually stolen usernames and passwords. Using a security key as
two-factor authentication offers a straightforward and effective approach to safeguarding your identity, accounts and devices.
Embraced by leading global brands and millions of users worldwide, the YubiKey remains a trusted choice for enhanced security.

For consumers

* The highest level of phishing defense, yet easy to use, the YubiKey is your key to trust.

» Works out of the box with Google, Apple ID, Facebook, X, Dropbox, password managers, and hundreds of other services.

» The YubiKey works across both desktop and mobile with touch or tap-and-go authentication using USB or NFC.

« Eliminate the need to reach for your phone to open an app, or memorizing and typing in a code—simply touch the YubiKey to verify
and you’re in.

* YubiKeys reduce the risk of unauthorized access to online accounts, emails, financial transactions, and sensitive information.

For businesses

+ Defend against phishing and credential theft with highest-assurance authentication.

» Enhance security for users across devices, including desktop and mobile.

* YubiKey hardware security keys reduce cyber risks and keep your intellectual property, customer data and financial information
safe.

» Works out-of-the-box with enterprise systems like Google Workspace, Microsoft Entra ID, Identity Access Managers, password
managers and hundreds of other services.

* Supports multiple protocols, including Smartcard/PIV and FIDO2, allowing for modern phishing-resistant authentication with device-
bound passkeys.

*Note that Yubico recommends having a spare key

Zusammenfassung

Meet the YubiKey by Yubico: the ultimate hardware security key for phishing-resistant multi-factor authentication (MFA). The YubiKey
requires a physical touch to authenticate, eliminating the risk of remote attacks. The YubiKey functions by combining something you
know (your password) with something you have (the physical YubiKey) to add an extra layer of security. The YubiKey can also store
Passkeys, which replace passwords entirely.



Most cyber attacks begin with compromised account credentials, usually stolen usernames and passwords. Using a security key as two-
factor authentication offers a straightforward and effective approach to safeguarding your identity, accounts and devices. Embraced by
leading global brands and millions of users worldwide, the YubiKey remains a trusted choice for enhanced security.

For consumers

» The highest level of phishing defense, yet easy to use, the YubiKey is your key to trust.
» Works out of the box with Google, Apple ID, Facebook, X, Dropbox, password managers, and hundreds of other services.

» The YubiKey works across both desktop and mobile with touch or tap-and-go authentication using USB or NFC.

« Eliminate the need to reach for your phone to open an app, or memorizing and typing in a code—simply touch the YubiKey to verify

and you’re in.

* YubiKeys reduce the risk of unauthorized access to online accounts, emails, financial transactions, and sensitive information.

For businesses

» Defend against phishing and credential theft with highest-assurance authentication.
» Enhance security for users across devices, including desktop and mobile.

* YubiKey hardware security keys reduce cyber risks and keep your intellectual property, customer data and financial information safe.
» Works out-of-the-box with enterprise systems like Google Workspace, Microsoft Entra ID, Identity Access Managers, password

managers and hundreds of other services.

» Supports multiple protocols, including Smartcard/PIV and FIDO2, allowing for modern phishing-resistant authentication with device-

bound passkeys.

*Note that Yubico recommends having a spare key

Yubico YubiKey 5 NFC, Android, Windows 10, iOS, No Batteries Required, Black, Google account, Microsoft account, Salesforce.com,
Passwordless, Strong Two Factor, Strong Multi-Factor, AWS Identity and Access Management (IAM), Centrify, Duo Security, Google

Cloud Identity, Idaptive,...

Yubico YubiKey 5 NFC. Compatible operating systems: Android, Windows 10, iOS. Battery type: No Batteries Required. Product
colour: Black, Productivity & communication: Google account, Microsoft account, Salesforce.com, Authentication method:

Passwordless, Strong Two Factor, Strong Multi-Factor

Merkmale
Power
Software Batteries required No
] ] ) ] ) Battery type No Batteries Required
Compatible operating systemsAndroid, Windows 10, iOS
Features

Technical details

Warranty period 1 year(s)

Product colour
Productivity & communication

Authentication method

Identity & access management

Password manager

Compatible device type

Cryptographic specifications

Black

Google account, Microsoft
account, Salesforce.com
Passwordless, Strong Two
Factor, Strong Multi-Factor
AWS Identity and Access
Management (IAM), Centrify, Duo
Security, Google Cloud Identity,
Idaptive, Microsoft Active
Directory, Microsoft Azure AD,
Okta, Ping Identity

1Password, Dashlane Premium,
Keeper®, LastPass Premium,
Bitwarden Premium

CCID smart card, FIDO HID
device, HID keyboard

RSA 2048, RSA 4096 (PGP),
ECC p256, ECC p384

Near Field Communication (NFC) Yes



Interface USB-A

USB Type-C connector No

Quantity 1

Certification FIDO 2, FIDO U2F, I1P68
Country of origin Sweden, United States

Preisénderungen und Irrttimer vorbehalten. Alle Produkte solange der Vorrat reicht.
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